Crypto-Assets: Overview of Use Case
Traction – Accounting, Assurance,
Tax and Internal Control Implications
Copyright © 2020

1

Disclaimers
LEGAL NOTICE:
Copyright © 2018 Accounting Blockchain Coalition, Inc. ALL RIGHTS RESERVED.
This ABC Monthly Call document is proprietary to Accounting Blockchain Coalition, Inc.
(also referred to as “ABC”) and/or its successors and assigns.
NOTICE TO USERS WHO ARE ABC MEMBERS: Members of ABC have the right to use
and implement this ABC DOCUMENT NAME, however, to the Member’s continued
compliance with the ABC Intellectual Property Policy, Bylaws and Participation
Agreement.
NOTICE TO NON-MEMBERS OF ABC: If you are not a Member of ABC and you have
obtained a copy of this document, you only have a right to review this document or make
reference to or cite this document with permission from ABC. Any such references or
citations to this document must acknowledge ABC copyright ownership as follows:
“© 2018 Accounting Blockchain Coalition, Inc. ALL RIGHTS RESERVED.” When
making any such citations or references to this document you are not permitted to revise,
alter, modify, make any derivatives of, or otherwise amend the referenced portion of this
document in any way without the prior express written permission of ABC. Nothing
contained in this document shall be deemed as granting you any kind of license to
implement or use this document or the specification described therein, or any of its
contents, either expressly or impliedly, or to any intellectual property owned or controlled
by ABC, including, without limitation, any trademarks of ABC.
LEGAL DISCLAIMER:
THIS DOCUMENT AND THE INFORMATION CONTAINED HEREIN IS PROVIDED ON
AN “AS IS” BASIS. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW,
NVM EXPRESS, INC. (ALONG WITH THE CONTRIBUTORS TO THIS DOCUMENT)
HEREBY DISCLAIM ALL REPRESENTATIONS, WARRANTIES AND/OR COVENANTS,
EITHER EXPRESS OR IMPLIED, STATUTORY OR AT COMMON LAW, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE, TITLE, VALIDITY, AND/OR
NONINFRINGEMENT.

This presentation contains general
information only and BPM LLP and its
affiliates (“BPM) are not, by means of
this presentation, rendering
accounting, business, financial,
investment, legal, tax, or other
professional advice or services.
This presentation is not substitute for
such professional advice or services,
nor should it be used as a basis for
any decision or action that my affect
your business. Before making any
decision or taking any action that may
affect your business, you should
consult a qualified professional
advisor.
BPM shall not be responsible for any
loss sustained by any person who
relies on this presentation. This
presentation is subject to change at
any time for any reason.
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This document contains general information, may be
based on authorities that are subject to change, and
is not a substitute for professional advice or services.
This document does not constitute audit, tax,
consulting, business, financial, investment, legal or
other professional advice, and you should consult a
qualified professional advisor before taking any action
based on the information herein. RSM US LLP, its
affiliates and related entities are not responsible for
any loss resulting from or relating to reliance on this
document by any person. Internal Revenue Service
rules require us to inform you that this communication
may be deemed a solicitation to provide tax services.
This communication is being sent to individuals who
have subscribed to receive it or who we believe would
have an interest in the topics discussed.

This presentation contains general information only
and Deloitte is not, by means of this presentation,
rendering accounting, business, financial,
investment, legal, tax, or other professional advice
or services. This presenation is not a substitute for
such professional advice or services, nor should it
be used as a basis for any decision or action that
many affect your business. Before making any
decision or taking any action that may affect your
business, you should consult a qualified
professional advisor. Deloitte shall not be
responsible for any loss sustained by any person
who relies upon this presentation.
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Lisa Padmore, Moderator, IFAC Board Member, Chair, IFAC Technology Advisory Group and
Partner, EY Barbados
Monica Singer, South Africa Lead, Consensys & Board Member, South African Institute of Chartered
Accountants
David Deputy, President, Accounting Blockchain Coalition & Director of Strategic Development &
Emerging Markets, Vertex, Inc.
Mark Li, Audit Partner at BPM LLP and Blockchain and Digital Assets Leader
Bennett Moore, Lead Digital Asset Technical Resource, RSM US
Rob Massey, Partner, Deloitte and Global Tax Leader, Blockchain and Cryptocurrency

About The Accounting
Blockchain Coalition

A unique member led non-profit industry association
comprised of member firms :
- Accounting, tax and audit practitioners,
- Enterprise and startup technologies for tax and
accounting, and
- Academics in the accounting field
Each of whom are leaders in the emergence of
blockchain and distributed ledger solutions for business.

Blockchain 101
Monica Singer
South Africa Lead, Consensys & Board Member, South African Institute of
Chartered Accountants
Copyright © 2020
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Blockchain

|
6

From Web 1.0 to Web 3.0
The Internet began as a decentralized architecture, but efficiencies and drive for wealth led to siloed,
walled gardens. This was due to the lack of a mechanism for shared ownership of open platforms.
Web 1.0

•

Static rendered content

•

Images, text, hyperlinks

Web 2.0

•

Interactive, ecommerce, mobile,
social

•

Efficiencies and competitive
commerce – Siloed, walled
gardens

Web 3.0

•

Ethereum: trusted transactions,
automated agreements, smart
objects on a world computer

•

Decentralized storage,
bandwidth and heavy compute

•

Central Ledger Model in batches, relies on trusted third party & requires reconciliation

© 2018 ConsenSys
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DISTRIBUTED LEDGER MODEL IN REAL TIME
NO RECONCILIATION

Removes need for trusted thirdparty/intermediaries but now everyone
maintains the same ledger & entries done
when there is consensus

© 2018 ConsenSys
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KEY COMPONENTS OF A BLOCKCHAIN

Originally conceived as the underlying protocol of Bitcoin, blockchain technology has since evolved to
support a number of applications with the introduction of “smart contracts”
Cryptographically secure

Immutable ledger

Uses tried and true public/private signature
technology. Blockchain applies this technology to
create transactions that are impervious to fraud
and establishes a shared truth.

Blockchain is a write-once distributed
database so it registers an immutable
record of every transaction that occurs.

Decentralised
consensus

There are many replicas of the
blockchain database and no one
participant can tamper it. Consensus
among the majority of participants is
needed to update the database.

Smart contracts

Digital assets

The Ethereum blockchain can store and
execute both data and Smart Contracts
(“logic”) in the blockchain.

Blockchains have underlying cryptographic
currencies, and can tokenise any asset and track
it digitally and securely
© 2018 ConsenSys

Blockchain and the impact on accounting
•
•
•
•
•

There are no different versions of the ledger. There is a single version of
truth with as many copies as are necessary with as many actors having
visibility of the entries real time .
Data will be shared peer to peer in the internet either in a public
permissionless platform like Bitcoin and Etherum or in a private
permission platform like Etherum and many others.
There will not be a need for reconciliations.
Auditors will be able to get the information real time from their clients.
The ledger is immutable and has a complete audit trail of all transactions.

Convergence of technology in financial services

Use Cases for Blockchain and
Digital Assets Transactions
David Deputy, Director Strategic Development
Innovation Labs Leader
Vertex, Inc.
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Use Cases Gaining Traction
• Money
• Information
• Ownership

Money Case is Proven – Digital is Inevitable

The only question is what form will it take?

Option 1 – Corporate Money

Option 2 – Open Source Money

Option 3 – Central Bank Money

Information – Proving Itself Now
While a broad range of information management processes may be enhanced
by distributed ledger technologies, those in the supply chain stand out as
having gained traction today. Traction is seen across multiple areas:

It all gets back
to
TRUST
Trust is Foundational

These three flows are supplemented by a layer of trust. Trust, or lack of trust, underlies
almost every action and data exchange in international trade, including trust in:
•

The provenance and authenticity of goods;

•

The stated value of goods for the purposes of insurance, duties, and payment; promises to pay;

•

The protection of goods during shipping (i.e. integrity of packaging, vehicle and container conditions,
etc.);

•

The integrity of information that is used by regulatory authorities for the risk assessments which
determine inspections and clearances;

•

The traders and service providers involved in a trade transaction.
Source: UN/CEFACT – Blockchain Project – P1049,
White Paper on the technical applications of Blockchain to 1 United Nations
Centre for Trade Facilitation and Electronic 2 Business (UN/CEFACT) deliverables

What’s at Stake?
• Cost reduction estimates in the financial sector and the
shipping industry range from 15 to 30 per cent of total
costs.
• According to the World Economic Forum, the removal
of barriers due to Blockchain could result in more than
US$ 1 trillion of new trade in the next decade.
• The WTO has estimated that the average trade cost
reduction for all merchandise exports resulting from full
implementation of the TFA could amount to 14.3 per
cent, with an average decrease of 18 per cent for
manufactured goods and 10.4 per cent for agricultural
products

Ownership – Still in Early Stages
Transfer of ownership represented via titles, registrations, deeds,
certifications, etc., all represent claims on property or credentials
that may benefit from distributed ledger-based systems ability to
transaction without the need for intermediaries. Today, two use
cases involving transfers stand out above the rest:
• Real Estate
• Securities

Real Estate

Securities

Audit and Accounting
Considerations in Blockchain and
Digital Assets Transactions
Mark Li, Audit Partner
Blockchain and Digital Assets Practice Leader
BPM LLP
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Audit and Accounting Considerations
Accounting Standards for Cryptocurrency
Lack of Authoritative Guidance in
 Accounting standards (U.S. GAAP)
 Auditing standards (U.S. GAAS)
 New class of asset?

AICPA – Practice Aid, Dec. 2019
nonauthoritative guidance

 Classification of Crypto Assets (Bitcoin and Ether and its derivations)
 Specialized industry guidance (for example, it is not applying FASB Accounting Standards
Codification ASC 946, Financial Services — Investment Companies)
 Recommends: Intangible at cost; subject to impairment evaluation
 No auditing practice aid yet

Securities and Exchange Commission

Audit and Accounting Considerations
Classification of digital assets:
Currency/cash
Inventory
Commodity
Financial Instruments/Investment
Intangible
Other – New class of asset?
Revenue recognition of digital assets:
Mining
Minting/Creation
Issuance of SAFTs
Issuance of SAFEs
Airdrop
Hard fork

Audit and Accounting Considerations
Valuation/Measurement:
Depends on classification of digital assets
Digital assets
Tokens
SAFEs/SAFTs

Fair value
• Principal or most advantageous market
• Websites: Coinmarketcap, Geminin, Coincap.io, Coindesk, Paxos,
Kraken, Coinbase, Blockchain.info, bitstamp, bittrex and more
Valuation inputs
Leveling (FV Hierarchy)
• Level 1, 2, or 3
Valuation policy
Cost basis – next slide

Audit and Accounting Considerations
Cost Basis Tracking:
Inventory tracking
• LIFO
• FIFO
• Weighted Average
• Specific Identification
• “Lots”
Inventory cost tracking policy
Affects realized gains or losses
Other Cost Basis Issue:
Mining
Hard forks
Airdrop

Audit and Accounting Considerations
Hard Forks and Airdrop:
Initial accounting
Measurement/Valuation
SAFEs and SAFTs:
Initial accounting
Measurement/Valuation

Audit and Accounting Considerations
Like-kind exchange:
No §1031 exchanges
Realized gains and losses for crypto to crypto transactions
Sale and purchase
In-kind contribution:
Contribution of digital assets
When to value
Valuation policy

Audit and Accounting Considerations
Existence/Ownership Testing:
Existence
Rights and Obligations
Methods of Testing:
Use of Blockchain technology or other networks to verify counts
Confirmation with exchanges
“Micro” transaction
Observation

Audit and Accounting Considerations
Internal Control/Safeguarding of Asset:
Understanding of safeguarding process
Self-custodied, store at exchanges, or deposit with third party wallets
Qualified custodians
SOC audits/reports
Qualified Custodians:
SEC Custody Rule
Use “qualified custodians” to hold assets
Annual surprise exams
SOC audits

Audit and Accounting Considerations
Audit Opinion
Unqualified with emphasis of a matter paragraph
Lack of Guidance in U.S. GAAP /IFRS (New class of asset)
Qualified

Internal Controls in
Blockchain and Digital
Assets Transactions
Bennett Moore,
Lead Digital Asset Technical Resource
RSM US
Copyright © 2020

PCAOB’s Comments To Auditors
“In the case of blockchain, if an audit client uses it for business or operational activities, the
auditor must understand the information systems, including the related business processes,
relevant to financial reporting and how the use of blockchain affects the client's flow of
transactions.
Blockchain does not magically make information contained within it inherently trustworthy.
Events recorded in the chain are not necessarily accurate and complete. Recording a transaction
on a blockchain does not alleviate the risk that the transaction is unauthorized, fraudulent, or
illegal. Blockchain also does not address threats that parties to a transaction are related, or that
side agreements exist that are not reflected in the chain. And nothing in the technology ensures
proper classification of transactions in the financial statements.”

IT Security and the Audit
• A blockchain could represent the entire, or partial, source of
existence, completeness, accuracy, cut-off, etc. for a
business utilizing the technology.
• All supporting documentation, approvals, and value
transfers can be recorded on a blockchain.
• Therefore, IT security, risk of loss considerations, and
controls are paramount to the auditability of a company
using blockchain technology.

ABC Internal Control Working Group Framework
• Possible Threats and Vulnerabilities of Assets Related to Digital
Assets and Blockchain Transactions and Possible Internal Control
Activities and Actions to Address Them (download link)
• This document is not an authoritative risk framework, but high-level
exploration of guidance that is based on existing frameworks (NIST)
in the context of their use with digital assets and blockchain
technology.
• The purpose of this document is to assist readers who are
considering a risk assessment of certain common processes
associated with use of blockchain technology.

Four areas of evaluation
• Evaluates assets associated with each process in the following four areas
• Inherent risks

• Risks that are present prior to the implementation of internal controls

• Threats and vulnerabilities

• How an inherent risk may present itself

• Likelihood and impact

• Generalized estimate of the likelihood and impact of an identified threat or vulnerability

• Internal control activities and procedures

• Activities, procedures, and protections that can mitigate the outlined threats and
vulnerabilities

Processes and associated assets
• Execution and authorization of a transaction
•
•
•
•

Multi-signature wallets
Persons
Online wallets
Exchange account access

• Digital asset due diligence
•
•
•
•
•
•
•
•

Testnet
Core wallets, non-provider based (web wallet, paper wallet, multi-sig wallet)
Stablecoins
Privacy coins
Utility tokens
Cryptocurrencies
Security tokens
Asset-backed tokens

Click Here to Download This Template

Ex) Authorization and execution of a transaction

Click Here to Download This Template

Ex) Authorization and execution of a transaction (cont)

Click Here to Download This Template

Ex) Digital Asset Due Diligence

Tax Considerations in
Blockchain and Digital
Assets Transactions
Rob Massey
Global Tax Leader – Blockchain and Digital Assets
Partner, Deloitte Tax LLP
Copyright © 2020
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P r o l i f e r a t i on of d ig i t al asset s

What’s the
Thing?

Utility
tokens
FIL
ZRX

Specific
asset backed
Gold, diamonds,
precious metals,
real property

Algo
driven
Autonomous
algorithm
executing
buy and sell
transactions

General
asset backed
Libra ?1
Tether

Fiat
currency
backed
USDC
GUSD

Equity
tokens
Digital
representations
of equity

Decentralized
cryptocurrencies
BTC
ETH

Security
tokens
Expected
return;
debt
instrument

Enterprise
controlled
Virtual world
and in-game
currencies

STA B L EC O IN S
Copyright © 2020 Deloitte Development LLC. All rights reserved.

Derivative
tokens
Oil rights;
derivative of
traditional
security;
derivative of
digital asset
1

Preliminary based on information available

A world of barter transactions

Fair Market Value

Un-natural Accounting
Cycles

Volatility

Impacts Every
Accounting Cycle

Basis Tracking

Cannot Tie to Cash
Flow

No Conversion Back to
Fiat

No Bank
Reconciliations

Copyright © 2020 Deloitte Development LLC. All rights reserved.

International Tax Considerations
Country

Direct Tax

Indirect Tax

Switzerland

Individuals - Capital Gains and losses
of cryptocurrency which are “private
assets” may not be taxable. Those
related to a business are taxable.

Sale of payment tokens – exempt from VAT

Legal entities – Gains / losses are
subject to taxation

UK

Canada

Use of a payment token is not an additional
taxable service – no VAT beyond the VAT due
on the relevant transaction

Generally taxable as income or
capital - application of standard rates

Sale of cryptocurrency – exempt from VAT

Generally taxable at standard rates.
Gains which are capital in nature may
be ½ taxable and ½ exempt.

No GST / HST if it is currency like

Use of a cryptocurrency is not an additional
taxable service – no VAT beyond the VAT due
on the relevant transaction

Indirect tax may be applicable if tokens
represent a right to a service or a good.

Valuation
Character

International Tax Considerations
Country

Direct Tax

Indirect Tax

Singapore

Taxable if ordinary in nature – subject
to a “revenue account”

As of 1 January 2020

Not taxable if capital in nature

Hong Kong

A supply of crypto by a Singapore person to a
Singapore person should be exempt

Deductions limited to production of
Singapore-source income or foreignsource income that is received
in/remitted to Singapore.

Zero-rated if supplied to non- Singapore
person.

Capital gains – not taxable

No indirect tax

Offshore taxation regime (profits are
derived offshore) - not subject to tax

No stamp duty

Treasury Center Regime – subject to
half the normal tax rate (8.25% vs.
16.5%). Possible for dealers or
traders who apply

Utility / Security tokens more complicated

Valuation
Character

Trends + Tax Considerations
IRS “guidance”
• Notice 2014-21, RR 201924, FAQs
• Property
• Mining
• Valuation
• Forks & Airdrops
• Barter Transactions
• Basis tracking
How the new “rules” compare to
historical established practices
• Dominion and Control
• Valuation
• Basis tracking

Tokens used as compensation /
barter
• Valuation
• Basis tracking
Informational reporting
• Exchange
Staking
• Revenue Recognition
• Character
• Sourcing
Lending

Q&A

Not a member? Join or Create a Chapter today!
Visit http://accountingblockchain.net to learn more about
becoming a member of ABC today!
Email membership@accountingblockchain.net

Join the Accounting Blockchain Coalition to:
• Position yourself and your firm as a thought leader in this rapidly emerging digital space
• Lead or support a local chapter with networking member meet-ups for industry professionals
• Contribute to our working groups (Internal Controls, Audit & Accounting, Taxation)
• Get exclusive webinar and conference speaking opportunities

LEAD

CONTRIBUTE

INFLUENCE
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